
  of  1 14

TRANSACTION LAUNDERING AND 
THE EU COMMON LOGO FOR 

INTERNET PHARMACIES

How some internet pharmacies 
displaying the EU Common Logo, like 

chemist-4-u.com, are gaming the system



Introducing Chemist-4-U 

 This report outlines the operations of chemist-4-u.com, an internet pharmacy 

registered with the UK General Pharmaceutical Council (GPhC) and approved by the 

Medicines and Healthcare products Regulatory Agency (MHRA) to sell medicines online. 

The UK government has awarded this pharmacy the right to display on its website the EU 

Common Logo, a recently implemented mechanism of assuring patients, payment providers 

(i.e., banks), and e-commerce companies, including Amazon and eBay, that an internet 

pharmacy is “operating legally”  and is therefore safe.   1 2

 But as outlined in this report, Chemist4U actually operates two separate internet 

pharmacies through its website. The internet pharmacy found at www.chemist-4-u.com (the 

“homepage”) is for the most part legally compliant. However, an invite-only, backdoor version 

is found at premium.chemist-4-u.com. Like the VIP room in a strip club, the pharmacy’s 

“Premium Members Club” accessible on this subdomain grants its members certain 

opportunities that are unavailable to everyday, walk-in customers. This includes the ability to 

buy controlled drugs (addictive medicines) including Xanax, Ambien, dihydrocodeine, and 

Klonopin ̶ drugs unavailable on the seemingly legitimate homepage ̶ without a valid 

prescription based on a prior in-person medical evaluation by the prescriber. Similarly, the 

pharmacy feigns legitimacy on its homepage by denying customers from outside of the UK, 

since it is not licensed elsewhere. But the Premium Members Club takes the opposite 

approach: it does not offer to ship to its own country, the UK, and restricts shipping to a 

number of countries outside of the UK, including the US. 

 http://ec.europa.eu/health/human-use/eu-logo/index_en.htm1

 UK pharmacy regulators require all pharmacies to register with the GPhC, and provides a voluntary website logo to prove that 2

the pharmacy is operating legally. The EU Common Logo for internet pharmacies is a legal requirement, mandated by the 
Falsified Medicines Directive (2011/62/EU) issued in June 2014. The logo contains a hyperlink to the corresponding national 
regulatory authority where the internet pharmacy is registered.
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https://www.pharmacyregulation.org/
https://www.gov.uk/government/organisations/medicines-and-healthcare-products-regulatory-agency
http://www.chemist-4-u.com
http://ec.europa.eu/health/human-use/eu-logo/index_en.htm


 Both versions of Chemist4U’s internet pharmacy display the 

government-authorized EU Common Logo verifying that it is 

“operating legally.” Both use the same merchant account to process 

customer payments, which presumably was granted to Chemist4U on 

the basis of its legitimate operations. However, the merchant account 

is being used to process payments for illegal controlled drug sales ̶ 

a phenomenon called transaction laundering, in which a seemingly 

legitimate entity is a front that processes payments for an illicit one.  

 The problems with this are threefold.  

 First are the patient safety concerns: prescription drug abuse is a significant problem, 

“as drug overdose deaths have become the leading cause of injury death in the United 

States,”  with numerous documented deaths and overdoses in the UK and elsewhere.  The 3 4

practice of selling addictive medicines on the internet without requiring a prior in-person 

examination is considered unlawful and unsafe nearly everywhere in the world. 

 The second problem is with the pharmacy’s use of the EU Common Logo, which 

assures customers, banks, and other platforms that the pharmacy is “operating legally.” As 

explained below, however, that promise falls short. Stated bluntly, if the EU Common Logo is 

going to offer this assurance to patients as well as payment providers and other 

intermediaries, then regulators must do a better job of ensuring that the online pharmacy 

really does operate legally where it serves customers. And, regulators should explain what 

went awry in this particular case. 

 The third problem is Chemist4U’s use of a classic move by rogue internet pharmacies: 

operate legally where the pharmacy is domiciled and registered, but target other countries 

with illegal drug sales. After all, what reason would a pharmacy registered and located in the 

UK have for serving customers everywhere except the UK? The reason is simple: being 

3 https://www.dea.gov/docs/2015%20NDTA%20Report.pdf (See p. iii.) 

 See, e.g., https://www.thesun.co.uk/archives/news/1149530/parents-warning-as-tragic-student-dies-from-overdose-of-anxiety-4

drugs-he-bought-on-the-internet/ and  http://www.dailymail.co.uk/news/article-1388795/Paramedic-Lorna-Lambden-died-
overdosing-sleeping-tablets.html. 
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Fig 1: The EU Common 
Logo, which is intended to 
assure businesses and 
patients that an internet 
pharmacy is “operating 
legally.”

https://www.thesun.co.uk/archives/news/1149530/parents-warning-as-tragic-student-dies-from-overdose-of-anxiety-drugs-he-bought-on-the-internet/
http://www.dailymail.co.uk/news/article-1388795/Paramedic-Lorna-Lambden-died-overdosing-sleeping-tablets.html
https://www.dea.gov/docs/2015%20NDTA%20Report.pdf
https://www.legitscript.com/transaction-laundering/


physically located and registered in the UK, Chemist4U wants to reduce the risk of losing its 

license or facing law enforcement action, so it makes sure to only illegally sell controlled 

drugs to other countries. If someone outside of the UK overdoses or dies, Chemist4U can 

argue that the UK authorities have no jurisdiction to consider the matter. Conversely, 

Chemist4U may hope to argue that it is outside of the jurisdiction of the US Drug 

Enforcement Administration, Food and Drug Administration and their counterparts in other 

countries, and can therefore ignore those countries’ laws and regulations, shipping controlled 

drugs without a valid prescription to customers in those countries with impunity. We believe, 

however, that the US Department of Justice, including its extradition branch, would likely beg 

to differ. 

 This report has three objectives. The first is to document the operations of 

Chemist4U’s Premium Members Club, particularly in how it operates differently from the 

pharmacy’s "legitimate" homepage in selling controlled drugs without a valid prescription. The 

second objective is to urge UK regulators to do more, and do better, in overseeing the 

country's internet pharmacies, including those that export unsafe medicines or engage in 

illegal behavior with respect to other countries, all the while hiding behind the UK 

government’s imprimatur of approval. The third objective is to recommend that payment 

processors, e-commerce platforms, and other intermediaries understand that the display of 

the EU Common Logo, standing alone, is insufficient to ensure legality and ongoing 

compliance, despite the logo’s own language promising internet users that the online 

pharmacy is operating legally.   

  of  4 14

http://www.fda.gov/ICECI/CriminalInvestigations/ucm484462.htm


A Legitimate Front: The Chemist-4-U Homepage 

 Before exploring the Chemist4U’s Premium Members Club, it’s worth briefly walking 

through the pharmacy’s seemingly legitimate homepage at www.chemist-4-u.com. This is 

useful in highlighting the care that Chemist4U has taken to make sure it looks, on a surface 

level, like it is complying not only with UK laws, but also those of other countries, including 

the US.  

 From its homepage, Chemist4U initially appears to follow regulatory requirements: 
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Fig 2: The seemingly legitimate homepage of Chemist4U’s homepage, which at first glance appears to comply with all 
applicable laws and regulations



• As noted by the UK’s GPhC, “Chemist-4-U,” owned by Innox Trading, is a real, registered 

pharmacy. It displays the EU Common Logo demonstrating its legality.  

• Chemist4U takes care not to list controlled drugs, and markets only a limited range of 

prescription drugs such as Levitra, Cialis, and Viagra (erectile dysfunction); doxycycline 

and Malarone (anti-malaria); various forms of female birth control; and Propecia (hair loss 

for men).  

• In general, the internet pharmacy’s online consultation service, accessed from its 

homepage, is in compliance with the law.  5

• Adding to its appearance of legality, even though based in the UK, Chemist4U’s 

homepage takes additional steps to portray its operations as compliant with US and other 

 Although visitors to chemist-4-u.com can simply fill out an online form to obtain a limited selection of prescription medicines 5

without visiting a doctor first, the UK is one of the few jurisdictions that allows this consultation model.
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Fig 3: The GPhC pharmacy registration for Chemist-4-U Express Mail Order Pharmacy. Source: 
pharmacyregulation.org, the UK’s official register of pharmacies. See https://www.pharmacyregulation.org/
registers/pharmacy/registrationnumber/1103628.

Fig 4: On its homepage, Chemist4U does list prescription drugs, but these are offered in compliance with UK laws 
and regulations and do not include controlled drugs. 

http://pharmacyregulation.org
https://www.pharmacyregulation.org/registers/pharmacy/registrationnumber/1103628
http://pharmacyregulation.org
https://www.pharmacyregulation.org/registers/pharmacy/registrationnumber/1103628
http://chemist-4-u.com


laws, by refusing to accept orders if a customer indicates that he or she is outside of the 

United Kingdom.   6

• Finally, the homepage displays several seals attesting to the 

pharmacy’s trustworthy nature: SagePay (a UK-based 

payment provider), Trustwave, the EU Common Logo, and 

the UK government’s registered pharmacy seal, as well as a 

“Trustmark Award” offered by trustedshops.co.uk.  

 In other words, Chemist4U has taken care to ensure 

that it displays an image of legal compliance on its homepage. 

But what about Chemist4U’s “Premium Members Club”? 

 Most countries prohibit prescription drug importation. If one attempts to acquire Viagra, Propecia, or any other prescription 6

medicine from this UK pharmacy, the first question presented is whether the patient is in the UK: if the answer is No, the 
customer cannot proceed, thus ensuring that the pharmacy does not illegally sell prescription drugs outside of the UK.
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Fig 5: Chemist4U is not (to our knowledge) licensed in the United States or anywhere outside of the UK, and 
accordingly, is careful to note that only a UK or EU doctor can issue prescriptions for dispensing. 

Fig 6: Various seals of approval, 
including from the EU Common 
Logo and the UK government, 
attesting as to Chemist4U’s 
website’s legitimacy.  

http://trustedshops.co.uk


The Chemist4U Premium Members Club 

 Access to Chemist4U’s Premium Members Club is tightly controlled: an invite and 

approval are required. LegitScript, in an undercover capacity, sought access to the 

premium service, and received this welcome email (Fig 8). 
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Fig 7: Chemist4U’s “Premium Members Club,” which offers Xanax, Valium, dihydrocodeine, and other controlled drugs. 
One need not see a doctor in person. Prices are listed by default in US dollars, not the British pound or the euro. 



After providing the key information, including declaring a US address, we were approved and 

granted entry. Once inside, the Premium Members Club ̶ unlike the pharmacy website’s 

homepage ̶ offers a wide range of controlled drugs. The images below are a partial list and 

composite sampling of the controlled drugs offered on Chemist4U’s members-only page.  
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Fig 8: An email from “Ellie May” at Chemist4U’s “Premium Members Club,” which offers controlled substances without 
requiring a doctor’s visit to residents of the US, UK, and other locations.  
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Fig 9: Unlike the pharmacy’s homepage, Chemist4U’s Premium Members Club offers Xanax, Valium, Ambien, 
Ativan, Alodorm, Klonopin, dihydrocodeine, and modafinil, among others.



 In a similar vein, the seemingly legitimate homepage offers a wide range of over-the-

counter products such as shampoo, nail lacquer, and razor blades; prescription drugs are a 

relatively minor part of its offering. But the Premium Members Club appears to offer nothing 

but prescription drugs, with a heavy focus on controlled drugs.   

 Two other differences are critical to note. The first pertains to the differences where 

the legitimate homepage and the Premium Members Club offer to ship drugs.  

 When one accesses the seemingly legitimate homepage at www.chemist-4-u.com, the 

website prevents users who are not physically located in the UK from obtaining prescription 

drugs ̶ a good way of complying with licensure and drug safety laws around the world. (See 

Fig 5 above.) 

 However, the Premium Members Club is starkly different: when ordering a controlled 

drug, it is not just that the user can select multiple countries as the shipping destination. 

Rather, the UK is not available as a shipping option at all, as shown in Fig 10 below. 
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Fig 10: Unlike the pharmacy’s homepage, Chemist4U’s Premium Members Club will not even ship any drugs at all 
to the country where it is located and licensed, the UK. Rather, it merely exports controlled drugs to other 
countries, taking care to violate only the laws of other countries and not the UK’s. 



 Similarly, when LegitScript accessed each version of Chemist4U’s internet pharmacy, 

the default currency for the homepage was the euro, while the default currency in the 

Premium Members Club was the US dollar, suggesting that the controlled drugs are primarily 

intended for sale to US residents. Moreover, while the seemingly legitimate homepage offered 

free shipping for purchases of more than £25, the Premium Members Club offered free 

shipping only for orders of $125 or more, again in US currency.  

 The second critical distinction pertains to differences in the online consultation 

processes. Although online consultations in lieu of an in-person physical exam are considered 

legitimate in only a fraction of jurisdictions around the world, in the jurisdictions that do 

permit them, a legitimate online consultation will be highly tailored to the medical condition 

in question, and questions will differ based on the prescription drug selected by the patient. 

Following this model, Chemist4U’s legitimate homepage offers medical consultations that 

differ based on each medical condition. However, the Premium Members Club appears to 

offer an identical questionnaire for every drug, seeking the same information for a pain 

diagnosis as it does for anxiety, asthma, depression, and insomnia. When we attempted to 

purchase Cialis, for example, we were not asked about the quality of erections or other 

questions that are usually required to make an erectile dysfunction diagnosis.  

 All of this strongly suggests that Chemist4U’s real purpose isn’t treating patients, but 

simply selling drugs without regard for legality. And indeed, LegitScript was twice able to 

purchase prescription drugs without seeing a physician from Chemist4U’s Premium Members 

Club, including, on one occasion, buying diazepam, a controlled drug, without a valid 

prescription.  (The prescription was issued by a Dr. F. Maassarani of Inspira Health GP, who 7

never examined the individual who ordered the drugs in person. Dispensing controlled drugs 

without a prior in-person exam is a criminal offense in many jurisdictions, including the US, 

where these drugs were shipped.)  

 To ensure that we complied with the US Controlled Substances Act, LegitScript had the drugs shipped to a fictitious location, 7

which resulted in the drugs being returned  to the sender, and at no time did we actually take possession of the drugs. 
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http://inspirahealth.co.uk/about-us/meet-the-team.html#dr-faisal-maassarani-non-executive-director
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Chemist-4-U
Tel: 01695 725936
25 Jul 16
35 Greenhey Place
East Gillibrands, Skelmersdale
WN8 9SA

Private Medical Prescription
Patient Name: Scott Harvarth Date of Birth: 1976-08-08 00:00:00

Patient Address: 6715 NE 63rd St Suite 103, Vancouver, Washington, 98661, US

 Date Approved: : 2016-06-23 06:59:10

Ordered Medicine

Medicine Name Quantity Option Dosage Instructions
Diazepam (Valium) 2mg Tablets 1 Instructions - Two tablets daily.

 

Doctors Name:  Dr F. Maassarani

Inspira Health GP
Spire Hospital
One Penny Lane
L18 1DG
GMC No:: 4512981

800005906

Figs 11-12: The order confirmation of diazepam (Valium) from Chemist-4-U’s Premium Members Club, and the 
“prescription” that a doctor wrote without a physical exam. 



Conclusion 

 The website of the European Commission’s Directorate for public health and risk 

assessment, ec.europa.eu, explains the purpose of the EU Common Logo: “(It) helps identify 

the websites which are operating legally. Buying from a legally operating pharmacy or retailer 

guarantees the safety of the products.”  8

 The goal is a worthy one. But does it actually “identify websites operating legally?” In 

this case, No. If the EU is going to provide this assurance ̶ that the presence of the logo 

guarantees legality ̶ to payment providers, e-commerce platforms, other intermediaries, and 

(most critically) patients, it must follow through with a sufficient level of due diligence and 

ongoing monitoring using up-to-date cybercrime investigative tools, and ensure that the 

merchant is not engaged in transaction laundering. If it does not, the trustworthiness of the 

logo will be diluted by nefarious actors attempting to “borrow” the credibility of the logo.  

 EU regulators should also recognize that merely being registered as a pharmacy does 

not equate to operating legally. It’s a necessary start, of course. But it’s not enough. When 

prescription drugs, including controlled drugs, are sold on the internet without a valid 

prescription, they must, after all, come from somewhere. Sometimes, the drugs are fake and 

come from a filthy basement. Other times, they are real and come from a licensed pharmacy 

skirting the bounds of what is legal. Chemist4U, through its “Premium Members Club,” falls 

into the latter category.  

 Chemist4U is but a single example ̶ it unfortunately is not the only one ̶ of a 

pharmacy displaying the EU Common Logo that flouts applicable laws or standards, including 

those in the US, where the drugs were shipped. Clearly, the pharmacy has a good sense of 

what’s legal and what’s not, since it takes great care to follow the rules on its homepage. But, 

it is unclear why a legitimate online pharmacy with nothing to hide would offer an invite-only 

portal with content hidden from the general public. LegitScript encourages regulatory 

authorities in the UK to review not just the operations of Chemist4U, but also their own 

protocols for authorizing registered pharmacies to display the EU Common Logo. 

 http://ec.europa.eu/health/human-use/eu-logo/index_en.htm8
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